Consortium

2009 06 05

XML

TEL )

© XML Consortium 2009 05-JUN-2009 @

1 Security SIG




J Consortium

m SOL

|
- SCF2007, MOF2008

2 Security SIG @
© XML Consortium 2009 05-JUN-2009



http://www.xXmlconsortium.orq/

155

(1)
(2)
(3)
(4)
(5)

70 IT

23
23

XML
30

© XML Consortium 2009

3

XML

J Consortium

Security SIG @
05-JUN-2009



http://www.xmlconsortium.org/

XML

Consortium

SOA

Contact

XML

© XML Consortium 2009

Security SIG
05-JUN-2009




J Consortium

Manufacturing XML

MfgX PR

Planning & Scheduling

B 2007 (SCF) 2007

B 2008 Manufacturing Open Forum (MOF) 2008

5 Security SIG @
© XML Consortium 2009 05-JUN-2009


http://www.xmlconsortium.org/wg/sec/securiry-proposal-071110a.pdf
http://www.xmlconsortium.org/public_doc/mof2008_security/mof2008.html

Consortium

..SOL

6 Security SIG

© XML Consortium 2009 05-JUN-2009 @




SQL

(Web )
IPA
e - 20094 1 A 26 B
JPCERT [{®° ML AT A S AL

ARFEPEIEAN JPCERT a—Fa3—avt 49—

VI b 7EOMBHEEERICEY SEHER [2008 £5 4 MEHI(10 B~12 A)]

IPA CHIT{TEUE ASHMBHEERE. FER : 758 £7) S&U JPCERT/CC (HIREF SR
A JPCERT a—F s R—La vt s —, FRESE I fE) (£, 2008 £ 4 @ (10 A
~12 B) OBEBHMEREOBHER EELHELL .

RS TR LT —e—FH B M CEE%Y)

B EFEYEm

150

100

50

0

263 300

20084£ 18 2B 3B 4R 5H 6B 7HA 8H 98 10A 118 12R

E2sa ooroiavBBtOBmEREsERR  (ARRE
o : JPCERT/CC
[2008 4 (10 12 )]

http://www.jpcert.or.jp/press/2008/vuln2008g4.pdf

© XML Consortium 2009

2008/12/26

- Security
NEXT - 2008/12/12
( )
2008-12-11

JR

2008 12 02 ITmedia
JA -
Security NEXT - 2008/11/17

SQL
2008/10/06 ITpro
Cookie SQL
2008/10/03

Enterprise Watch

2008/04/18 INTERNET Watch

JPCERT/CC SQL Web
2008 3 14 RBB Today

SQL
SANS Institute
INTERNET Watch

IPA SQL

2008 5 7

Web
20080515 INTERNET Watch



http://www.jpcert.or.jp/press/2008/vuln2008q4.pdf

Consortium

SQL

2008 263
- OS 202  *
[
. -~
HTTP . 3
”
SQL » DB

ID [ suzuki | ///’//,
| |

e A DB
Cookie /

gid=56979DEC%LARE%20@ Z
“Web
- HTTP

* : JPCERT/CC
[2008 4 (10 12 )] ty SIG
© XML Consortium 2009 http://www.jpcCert.or.jp/press/2008/vuln2008g4.pdf 05-JUN-2009



http://www.jpcert.or.jp/press/2008/vuln2008q4.pdf

Web

2 Consortium

H
?
° ]
o K =
_______ T WAF \ _
° H
o
o o /
o
s T l ______
®0S
= WAF
o
WAF
o ( )

(WAF = Web 9 Security SIG g
© XML Consortium 2009 ) 05-JUN-2009



J Consortium

10 Security SIG w
© XML Consortium 2009 05-JUN-2009



Department of Homeland Security:
Cyber Security Procurement

Language for Control Systems

August 2008

@ Homeland
"2 Security

Control Systems Security Program

SYSTEM HARDENING National Cyber Security Division
PERIMETER PROTECTION
. ACCOUNT MANAGEMENT .
CODING PRACTICES
FLAW REMEDIATION
MALWARE DETECTION AND PROTE
HOST NAME RESOLUTION

. END DEVICES

10. REMOTE ACCESS

10.4 Web-based Interfaces
11. PHYSICAL SECURITY

12. NETWORK PARTITIONING

©CONDOAWN

http://www.us-cert.qov/control systems/

11 Security SIG
© XML Consortium 2009 05-JUN-2009

1


http://www.us-cert.gov/control_systems/

10.4 Web-based Interfaces
Many control systems have Web-based interfaces for perfornung some tasks.

Consortium

10.4.1 Basis

Web-based interfaces to control systems are gaining popularity and are often poorly designed and
configured making these interfaces vulnerable to exploits. Web
e

10.4.2 Language Guidance

Web applications are often vulnerable to mjection attacks of several vaneties mcludmg command
u:ut-.:nm Remote File Include (RFI) am:l Cross-Site Scnphng (XSSJ Wi

SQL
SQL

u:uecnm Addltmnal]y ﬂu HTTPsu'vers on wh:rhthcse apphcanons mhnstedcmbe '."uhmb e to
“Butfer overflows or other memory corruption attacks. Another common mistake in Web applications is
directory traversal, which allows attackers access to more files than the programmer intended. Web
applications in embedded devices are often written in a low-level language like C and are potentially

v ble to butfer overflows. system, but commeonly include those in the following (non-exhaustive) list: $ % ! * ;' " \. Flaws of this

Other non-HTTP services are also commonly| Dature are usually easy to find, are relatively stmple, and provide access to an attacker as the user unmng
combination of these services can lead to greater the HTTP server. When combined, these factors make command injection a dangerous vulnerability that

must be addressed.

Authentication. Web interfaces typically coq _ )
information. therefore authentication is essential Cross-Site Scripting (XSS). There are two basic types of XSS: reflected and persistent. In a reflected
about the system. Poorly implemented interfaces| XSS vulnerability. the attacker must convince a user to visit a malicious Web site or click on a malicious
security provided by authentication. Authenticati{ link. The persistent variety, i which the exploit is stored on the target server itself, 1s less common but
flaws, allowing an attacker to gain database acced more likely to succeed in a control system environment because using the Web application 1s sufficient to
compromise of the host or device. trigger the exploit. Regardless of how XSS 15 launched, 1t works by running JavaScript on the user’s
browser in the context of the target Web page. This allows an attacker to steal the user’s cookies, thereby

RFI. Remote File Include (RFT) vulnerabilitif gaining access as that user.
applications written in the PHP (hypertext prepr _ o _ . L
successful, it results in the attacker running arbi ~ Like other types of software, Web applications need to be designed and developed with security in
equivalent to full-host compronuse. mund.

Input Validation. String input validation 1s needed to prevent command mjection, which can lead to
complete host compronuse. Like SQL injection, command injection can be accomplished by inputting
characters that the application treats specially. The specific characters used will depend on the target

© XML Consortium 2009 05-JUN-2009 E
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authentication, encryption, access control, event and communication logging, monitoring, and alarmung to
protect the system from unauthonzed modification or use.

The Vendor shall clearly identify the physical and cyber secunty features and provide the
methodology(ies) for mantaimng the features including the methods to change settings from the Vendor-
configured or manufacturer default conditions.

The Vendor shall venify that the addition of secunity features does not adversely affect connectivity,
latency, bandwidth, response time, and throughput, including dunng the SAT when connected to existing
equipment.

The Vendor shall remove or disable all software components and services that are not required for the

operation and maintenance of the devices that mun an HTTP server prior to the FAT. The Vendor shall
provide documentation on what 1s removed and/or disabled.

The Vendor shall provide, within a prenegotiated peniod, appropnate software and service updates
and/or workarounds to mitigate all vulnerabilities associated with the product and to maintain the
established level of system security.

The Vendor shall verify and provide documentation that the SIS is certified after incorporating the ( )
secunity devices.
The Vendor shall provide documentation of input samitization for all Web-form inputs, including, but SQL

not limited to, measures for prevention of command ijection, SQL mnjection, directory traversal, RFL,
XSS, and buffer overflow. RFI

The Vendor shall follow secure coding practices and reporting for all Web-based interface software XSS
(see Section 5.1). This requirement includes both Web applications and Web servers.

The Vendor shall provide user configurable and managed passwords (see Section 4.3).

2 Consortium

10.4.3 Procurement Language
The Vendor shall provide physical and cyber security features, including but not limited to
H

Web

The Vendor shall provide an independent third-party secunity code validation of all Web-based
interface software (see Section 5.1).
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// AES
KeyGenerator keyGenerator = KeyGenerator.getinstance("AES");
keyGenerator.init(128);
Key symmetricKey = keyGenerator.generateKey();
// DES
keyGenerator = KeyGenerator.getinstance("DESede");
SecretKey kek = keyGenerator.generateKey();
String algorithmURI = XMLCipher. TRIPLEDES KeyWrap;
XMLCipher keyCipher = XMLCipher.getinstance(algorithmURI);
keyCipher.init(XMLCipher WRAP_MODE, kek);
//
EncryptedKey encryptedKey = keyCipher.encryptKey(document, symmetricKey);
//
XMLCipher xmiICipher = XMLCipher.getinstance(algorithmURI);
xmlICipher.init(XMLCipher ENCRYPT_MODE, symmetricKey);
// <Keyinfo>
EncryptedData encryptedData = xmlCipher.getEncryptedData();
KeylInfo keyinfo = new Keylnfo(document);
keylinfo.add(encryptedKey);
encryptedData.setKeylnfo(keyInfo);
//
Element enElement = (Element) document.getElementsByTagName(* ").item(int );
// EncrypteData

© XML Consortium 2009 05-JUN-2009 E
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(XML Week 2009/05/12 )
\ Apache JSR-106 .net
Apache o*1
JSR-106 O *3 O *2*3
.net O *4
O
*1 JCE Java Cryptography Extension AES256
*2 AES256
*3 1ISO10126Padding PKCS5Padding
*4 /EncryptedData/KeylInfo/EncryptedKey/Keylnfo/KeyName
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