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OPC Foundation / OPC

)
v' 450+ Member Companies / 100+ end-users Members
v' 2500+ Total Companies Build OPC Products = 15000+ Products
)
v" For moving information vertically from the factory floor through the enterprise of multi-
vendor systems (with stops in between...)
v For moving information horizontally between devices on different industrial networks from
different vendors
v" Not just data but information.......
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OPC UA
iInterOperability, Productivity & Collaboration

ERP, SAP ...
OPC Unified Architecture

(

OPC Unified Architecture
V| SCADA
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UA (Unified Architecture)
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@ Modeling Data — (
@ Transport Data —

Specifications of Information Models
of other Organisations

OPC UA Base Services

lransport OPC UA Data Model

PC UA Binary Modeling Rules
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IEC, ISA, EDDL, ...

OPC Information Model

Base Services

OPC UA Basis

11



UA

OPC DA and HDA OPC Commands
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@ XML Web Service :IT ERP / App
@ Native Binary ; /| PC /| SCADA

@ Native with SOAP/HTTP : MES/ERP

_ Native Native
== AWMLY SEEE “With SOAPIHTTP  Binary™

WS Secure Conversation UA Secure Conversation
SOAP12 | UA TCP
HTTP/HTTPS TCP/IP
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UA Security

@ UA

> Part.1
> Part.2
» Part.3
> Part.4
» Part.5
> Part.6
> Part.7
> Part.8
> Part.9
» Part.10
> Part.11

> Part.12

OPC
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:Concepts & Overview

:Security Model
:Address Space Model
.Services

Information Model
:Service Mappings
:Profiles

:Data Access

:Alarms and Conditions
:Programs

:Historical Access

:Discovery
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OPC UA Part 2:
Security Model
v v v
OPC UA Part 4: Services OPC UA Part 6: Mappings OPC UA Part 7: Profiles
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Part.2 UA

Security

Threat(s)

Mitigation(s)
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@ Secure

OPC UA Client OPC UA Server

< Secure Channel >
< -~

Socket
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Part.7)

@ Security

@ None

@ Sign

@ SignAndEncrypt
@ Security

@ Basicl128Rsal5

@ Basic256

@ None

Security
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- UA Security:

Part.4)

@ UA

@ Client/Server
Q

Q

@ Secure
a UA
@ Client/Server
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Secure

) Client

Sercure

(Verify)

Server

Sercure
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CreateSession
ActivateSession

OpenSecureChannel
CloseSecureChannel

< Socket
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o Service Set
o
OPC UA Client OPC UA Server
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Questions?

Q OPC
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